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This Privacy Policy ("Policy") describes how Lawlit Inc. ("Lawlit," "we," "us," or "our"), operator of lawlit.in, collects, uses, stores, shares, and protects personal information when you visit our website, apply for admission, or enrol in any Lawlit programme. This Policy is published in accordance with Section 43A of the Information Technology Act, 2000 and the Information Technology (Reasonable Secursity Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 ("SPDI Rules"), and will be updated as and when the Digital Personal Data Protection Act, 2023 ("DPDP Act") and its implementing rules come into full effect.
By accessing our website or submitting an application, you consent to the practices described in this Policy.
1. Information We Collect
1.1  Information You Provide Directly
1. Identification data: full name, date of birth, gender.
1. Contact data: email address, phone number, postal address.
1. Educational and professional background: law school, degree year, bar enrolment status, employer (where applicable).
1. Application materials: personal statements, writing samples, interview recordings.
1. Payment data: transaction reference numbers, partial payment card details as processed by our payment gateway partner. Lawlit does not store full card numbers.
1. Communications: emails, support tickets, or other messages you send us.
1.2  Information Collected Automatically
1. Device and browser data: IP address, browser type and version, operating system, device identifiers.
1. Usage data: pages visited, time spent, referring URL, click patterns, scroll depth.
1. Cookies and similar technologies: session cookies, persistent cookies, pixel tags (see Clause 7).
1.3  Information from Third Parties
1. Authentication providers (e.g., Google Sign-In): basic profile information as permitted by your settings.
1. Payment processors: confirmation of payment status.
1. Referral partners or placement firm partners: confirmation of placement for ISA success-fee trigger purposes only.
2. How We Use Your Information
We use personal information for the following purposes:
1. Admission & enrolment: evaluating your application, communicating admission decisions, processing fees.
1. Programme delivery: providing access to course materials, scheduling live sessions, issuing certificates.
1. Deferred tuition administration: verifying placement triggers under executed ISAs.
1. Communications: sending cohort updates, announcements, newsletters (with opt-out available at any time).
1. Analytics and improvement: understanding how our platform is used and improving content quality.
1. Legal compliance: complying with applicable law, responding to legal process, enforcing our agreements.
1. Fraud prevention and security: detecting and preventing unauthorised access or fraudulent transactions.
We do not sell, rent, or trade your personal information to third parties for their own marketing purposes.
3. Sensitive Personal Data or Information (SPDI)
Under the SPDI Rules, financial information (including payment data) and certain other data may constitute SPDI. Lawlit collects such data only to the extent necessary for the purposes described above, obtains explicit consent before collection, and maintains reasonable security practices as required by law. You have the right to withdraw consent and to review or correct SPDI held by Lawlit by contacting us at office@lawlit.in.
4. Disclosure of Information
4.1  Service Providers
We share data with trusted service providers acting on our behalf, including cloud hosting providers, payment gateway operators, video conferencing platforms, email delivery services, and analytics providers. These providers are contractually bound to use data only as directed by Lawlit and to maintain appropriate security standards.
4.2  Mentors and Faculty
Your educational performance data (assignment scores, attendance records, feedback) may be shared with your assigned mentor or programme faculty to the extent necessary for academic assessment and mentorship.
4.3  Placement Partners
With your prior written consent, we may share your academic profile and credentials with law firms, in-house legal teams, or legal aid organisations participating in Lawlit's placement network.
4.4  Legal Requirements
We may disclose information where required by law, court order, or governmental authority, or where we believe in good faith that such disclosure is necessary to protect the rights, property, or safety of Lawlit, our users, or the public.
5. Data Retention
We retain personal data for as long as your account is active or as necessary for the purposes described in this Policy, plus any additional period required or permitted by applicable law. Academic records (transcripts, certificates, assignment submissions) are retained for a minimum of 5 years from the date of programme completion. Financial records are retained for a minimum of 7 years to meet statutory obligations.
6. Your Rights
Subject to applicable law, you have the right to:
1. Access: request a copy of the personal data we hold about you.
1. Correction: request correction of inaccurate or incomplete data.
1. Erasure: request deletion of your data where we have no legal basis for continued processing.
1. Restriction: request that we limit processing in certain circumstances.
1. Objection: object to processing based on our legitimate interests.
1. Data portability: receive your data in a structured, machine-readable format.
1. Withdraw consent: at any time, without affecting the lawfulness of processing prior to withdrawal.
To exercise any of these rights, please write to us at office@lawlit.in. We will respond within 30 days.
7. Cookies
Lawlit uses cookies and similar tracking technologies to enhance your experience and analyse platform usage. Categories of cookies used:
1. Strictly necessary cookies: essential for the website to function; cannot be disabled.
1. Analytics cookies: help us understand how visitors interact with our site (e.g., Google Analytics). These are enabled only with your consent.
1. Preference cookies: remember your settings and preferences.
You may manage or disable non-essential cookies through your browser settings or, where available, through the cookie preference centre on our website. Disabling cookies may affect some functionality.
8. Data Security
Lawlit implements industry-standard technical and organisational security measures, including TLS encryption in transit, access controls, and regular security assessments, to protect your personal data against unauthorised access, alteration, disclosure, or destruction. However, no system is entirely secure; if you suspect any unauthorised use of your account, please notify us immediately at office@lawlit.in.
9. Children's Data
Lawlit's programmes are designed for adults aged 18 years and above. We do not knowingly collect personal data from individuals under 18. If we become aware that we have inadvertently collected such data, we will delete it promptly.
10. Cross-Border Transfers
Your data may be processed by our service providers on servers located outside India. Where this occurs, we take steps to ensure that adequate levels of protection are in place consistent with applicable Indian law.
11. Changes to This Policy
We may update this Policy periodically. Material changes will be communicated via email or a prominent notice on our website at least 14 days before taking effect. Continued use of our services after the effective date constitutes acceptance of the updated Policy.
12. Grievance Officer
In accordance with the Information Technology Act, 2000 and the SPDI Rules, Lawlit has designated a Grievance Officer to address privacy-related concerns:
Email: office@lawlit.in
Response time: We aim to acknowledge complaints within 24 hours and resolve them within 30 days.
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